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X NO. [If no,. STOP, The FT A k now complete and after division approval!,*) shook! be 
submitted to FBI OCC/FCLU for final FBI approval. Unless you arc otherwise advised, no 
FI A is required,! 



If yes, check all that apply; 
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V 5 1 n i f \ ' n iA ^ 
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' N V 1 ... „ V 


Explain: 


collect any Informtuion directly Own the: person who 


X.NO. : If no, proceed to question Fj 

.YES. 

w , ' , _> n > B - f : A, ' ' „ 

................. FS-S. [It yes, proceed to question 7.1 


b. Are sypificts of Info rotation Bom whom the mibrmaEoa is directly collected provided a written 

.NO. 1t be program will need Co work with FCLU Co deveiop/impkttwtd the 

a ee es $a rv fc rm is), | 

.F1:,S. Identify any forms, paper or deeironie, used to request such 

information from the information subject: 

. NO y no, mdksate reason? if C«&A k pending, provide anticipated completion date: 

t no. it yes, provide date of host €<&A cerldleatios/re-eertlfkation: 9/12/200? 

. Donh Kisow, 
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YES. If yes, pleas* provide the date 
and same or title of the OMB subnmskm: 


Bus a naBom 

X N'O, 


system Aw • 
YF 




10. Status of SyswoY lAqiee;: 


' » I U wt keii ns X >V v V itv The 
FTA is now complete and after division approvals; .should fee submitted to FBI 
(KKYBCUJ for final FBI approval and defer oho a Bon if F.IA andmr other actions ar 
required ,| 


Li. EXISTING SYSTEMS / PROJECTS 

i. when was the sysrenvproAet developed’? 




Has the xysterreproioct undergone any significant changes since A 
.X..„ NO. [if no. proceed to next question HUY] 


apply.;. 


e involved (mark nil boxes that 


.version from ; 


A ch. arose Norn jrudrmapon In a rennet that Is anonymous or nor-You nil pa hie to a 
format that is identifiable to particular individuals. ’ 

A new lac of an IT syomnVproisei. including implication of a new technoiogv. that 
changes how bhorrnshon oi kiemrfiable form ts'managed. (For ex a.tuple, aehanoe 
that would create a more open environment and/or avenue tor exposure of data that 
previously d-d not ext si.} 

A change thru results in information in identifiable form bclno mewed centralized, 
or matched with other databases. 

A new method of ooihwoxczoa;.: the cue of and access to information in identifiable 
torn/ by mem hart of the public? 

A systematic incorporation of databases of information in identifiable term 
purchased or obtained from commercial or public sources. 

A n.evs- wPAugem.-. use or shared aoenev function that results In new ayes or 
exchanges or mArrnauon m identifiable form. 
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3 sysienyprajcet. 




EPIC-14-06-04-FBI-FOIA-20150616-7th-Production 















1 1 1 tSSl I > 


FINAL FBI APPROVAL / DETERMIN ATIONS / CONDITIONS: 


..PIA is required by the E-Government Act. 

_PIA is to be completed as a matter of FBI/DOi discretion. 

is PIA to be published on FS1.GOV (after any RMD FOIA redactions}?_Yes. .No (indicate reason): 


X PIA is not equired for the Ik ■ ng reason! s) 

_System does not collect, maintain, or disseminate PH. 

System is ndfather < 1 e>: tence before 4 2003 .to later < ange posing signifies privs y risi ) 

informal >n in the y n elates to internal, i wemment operations 
System has been previously assessed under an evaluation similar to a PIA 
X No significant privacy issues (or privacy issues are unchanged). 

.Other (describe): 


Applicable SORN(s): ...... 

Notify FBI RMD/RIDS per MJOG 190.2.3? No Yes-See sample EC on PCLU intranet website here: 
http://l'!Osnc/DO/OGC/Ll'B/PCiJj/PrivaeyCivil%201..iherties%20Libra!7/form_l'b!-_:niog 190-2-3 ec.wpd 

SORN/SORN revision(s) required? No Yes (indicate revisions needed): 


Prepare/revise/add Privacy Act (e)(3) statements for related forms? _No _) cs m » <. to sun * kvkd): 


RECORDS. The program should consult, with RMD to identlfy/resolve any Federal :records/eleetronic records issues. 
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this 
as well as on compliance with requirements for Electronic Recordkeepu.g s crs 1 c.-e io' md <o-> vce-sa>\ updates. 
Other: 


[ Unit Chief Signature: 

Privacy and Civ if Li best ies Uni t Date S ign eti__ 

FBI Privacy and Civil Liberties Officer __ d • / '^1// 
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I. INFORMATION ABOUT THE SYSTEM / PROJECT 

1. Provide a general description of the system or project that includes: 


(a) name of the system/project, including associated acronyms; 

The Enterprise Management System (EMS) Project implements tools that enable the 
Information and Technology Branch (ITB) to improve IT services management. The 
suite of tools enable ITB to better manage, monitor, measure, and automate certain IT 
functions. This PTA covers the development of four EMS tools to include: 


• Operations Orchestration (00) 


• Universal Configuration Management Database (uCMDB) 


(b) purpose of the system/project; 


b7E 


(c) structure of the system/project, including interconnections with other projects or 

systems; 
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(d) nature of the information in the system/project and how it will be used; 

b7E 

(e) who will have access to the information in the system/project; 

FBINet system administrators will access the | | b7E 

(f) and the manner of transmission to all users. 

| [ users will access the application through a secured web browser. b 7 E 


Operations Orchestration (QQ): 

(b) purpose of the system/project; 

00 enables the automation of common IT operational tasks, such as manually 
configuring a network router setting. The automated procedures (called Opsflows or 
flows) are made available to IT personnel through the 00 application. 

(c) structure of the system/project, including interconnections with other projects or 
systems; 

Operations Orchestration (00) contains the following! (that will run on the b7E 

FBINet enclave: 


b7E 


00 will connect with Network Automation. 

(d) nature of the information in the system/project and how it will be used; 

00 stores details about operation flows or scripts that are used to automate specified 
tasks. It stores details regarding running configured scripts and the results of those script 
activities on network devices (i.e. switch, router, load balancer). 

(e) who will have access to the information in the system/project; 
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FBINet system administrators will access the 00 application. 

(f) and the manner of transmission to all users. 

00 users will access the application through a secured web browser. 


(b) purpose of the system/project; 


b7E 


(c) structure of the system/project, including interconnections with other projects or 
systems; 


b7E 


(d) nature of the information in the system/project and how it will be used; 


b7E 


(e) who will have access to the information in the system/project; 

TME 

heP 


1T MD nroiect manage rs, project team members, and system administrators will access 
the 


(f) and the manner of transmission to all users. 

I' | users will access the application through a secured web browser. b 7 E 


Universal Configuration Management Database (uCMDB ) 


(b) purpose of the system/project; 

The Universal Configuration Management Database (uCMDB) is a configuration 
management database that discovers information about the configuration assets. 
Configuration assets or items include IT inventory items such as servers, network devices 
(routers, switches, etc.) that exist in the network that uCMDB is configured to collect. It 
allows configuration managers a reference source to track the assets they are responsible 
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The database will store information about data center hardware so that the administrators 
of data centers can better manage inventory and changes in the environment. uCMDB 

b7E 

(e) who will have access to the information in the system/project; 

Enclave system administrators will access the uCMDB application. 

(f) and the manner of transmission to all users. 

uCMDB users will access the application through a secured web browser. 


2. Does the system/project collect, maintain, or disseminate any information about 
individuals (i.e., a human being or natural person, regardless of nationality)? 

_NO 

_X_YES [If yes, please continue.] 

3. Please indicate if any of the following characteristics apply to the information in the 
system about individuals: Bear in mind that log-on information may identify or be 
linkable to an individual. 

(Check all that apply.) 

_ The information directly identifies specific individuals. 

_ The information is intended to be used, in conjunction with other data elements, 

to indirectly identify specific individuals. 

_ The information can be used to distinguish or trace an individual’s identity (i.e., it 

is linked or linkable to specific individuals). 

If you marked any of the above, proceed to Question 4. 

_X_ None of the above. If none of the above, describe why the information does not 

identify specific individuals either directly or indirectly. The only PII being stored in 
the system are the user logins. 

4. Does the system/project pertain only to government employees, contractors, or 
consultants? 


NO _YES 
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5. Is information about United States citizens or lawfully ad mi tted permanent resident 
aliens retrieved from the system/project by name or other personal identifier? 

_NO. [If no, skip to question 7.] 

_YES. [If yes, proceed to the next question.] 

6. Does the system/project collect any information directly from the person who is the 
subject of the information? 

_NO [If no, proceed to question 7.] 

_YES 


a. Does the system/project support criminal, CT, or FCI investigations or 
assessments? 


_NO 

_YES [If yes, proceed to question 7.] 


b. Are subjects of information from whom the information is directly collected 
provided a written Privacy Act (e)(3) statement (either on the collection form or via a 
separate notice)? 

_NO [The program will need to work with PCLU to develop/implement 

the necessary form(s).] 

_YES Identify any forms, paper or electronic, used to request such 

information from the information subject: 

7. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the 
system/project? Full SSNs should only be used as identifiers in limited instances. 

_NO _YES If yes, check all that apply: 


_SSNs are necessary to establish/confirm the identity of subjects, victims, 

witnesses or sources in this law enforcement or intelligence activity. 
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_SSNs are necessary to identify FBI personnel in this internal administrative 

system. 


_SSNs are important for other reasons. Describe: 

_The system/project provides special protection to SSNs (e.g., SSNs are 

encrypted, hidden from all users via a look-up table, or only available to certain 
users). Describe: 

_It is not feasible for the system/project to provide special protection to 

SSNs. Explain: 

8. Is the system operated by a contractor? 

_No. 

_Yes. Information systems operated by contractors for the FBI may be 

considered Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
collects, maintains or disseminates PE and additional requirements may be 
imposed as a matter of Department of Justice policy. Consultations with the 
Office of the General Counsel may be required if a contractor is operating the 
system for the FBI. 

9. Has the system undergone Certification & Accreditation (C&A) by the FBI 
Security Division (SecD)? 

_NO If no, indicate reason; if C&A is pending, provide anticipated 

completion date: 

_YES If yes, please indicate the following, if known: 

Provide date of last C&A certification/re-certification: 

Confidentiality:_Low_Moderate_High_Undefined 

Integrity: _Low Moderate High Undefined 

Availability: _Low Moderate High Undefined 

_Not applicable - this system is only paper-based. 
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10. Does the system conduct data mining as defined in Section 804 of the 
Implementing Recommendations of the 9/11 Co mmi ssion Act of 2007, P.L. 110- 
53 (codified at 42 USC 2000ee-3)? 

_NO 

_YES If yes, please describe the data mining function: 

11. Is this a national security system (as determined by the SecD)? 

_NO _YES 

12. Status of System/ Project: 

_ This is a new system/ project in development. [If you checked this block, 

STOP. The PTA is now complete and after division approval(s) should be 
submitted to FBI OGC/PCLU for final FBI approval and determination if 
PIA and/or other actions are required.] 


II. EXISTING SYSTEMS / PROJECTS 

1. When was the system/project developed? 

2. Has the system/project undergone any significant changes since April 17, 2003? 
_ NO [If no, proceed to next question (II.3).] 


YES If yes, indicate which of the following changes were involved (mark all 
changes that apply, and provide brief explanation for each marked change): 

_ A conversion from paper-based records to an electronic system. 

_ A change from information in a format that is anonymous or non- 

identifiable to a format that is identifiable to particular individuals. 

_ A new use of an IT system/project, including application of a new 

technology, that changes how information in identifiable form is managed. 
(For example, a change that would create a more open environment and/or 
avenue for exposure of data that previously did not exist.) 

_ A change that results in information in identifiable form being 

merged, centralized, or matched with other databases. 
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_ A new method of authenticating the use of and access to 

information in identifiable form by members of the public. 

_ A systematic incorporation of databases of information in 

identifiable form purchased or obtained from commercial or public sources. 

_ A new interagency use or shared agency function that results in 

new uses or exchanges of information in identifiable form. 

_ A change that results in a new use or disclosure of information in 

identifiable form. 

_ A change that results in new items of information in identifiable 

form being added into the system/project. 

_ Changes do not involve a change in the type of records maintained, 

the individuals on whom records are maintained, or the use or 
dissemination of information from the system/project. 

_ Other [Provide brief explanation]: 

3. Does a PIA for this system/project already exist? 

_NO _YES 


If yes: 


a. Provide date/title of the PIA: 

b. Has the system/project undergone any significant changes since the PIA? 

NO _YES 
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FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS 



...X System does no? collect. mstunain. or dissetnunue PH. 

system ;s gnmdlkhered (in existence before 4/17/2003; no later changes posing slgniikant privacy risks). 
Imbrmstkm in the system relates to internal government operations. 

System has beets previously assessed under set evaluation similar in a PI.A. 

No significant privacy issues (or privacy issues ate unchanged). 


Applicable SORNfs): N/A . 

Notify FBI RMD.'RIDS per MIOCi 191 
duo Font.'f'v^ < s'I RiVt. IFt 

SORNVSO.RN revisions) requircd? 





d r V \ N ' V ' O'N M K v ' sA VS » ' s ' < U ' ^ v k \! ' CO 

The system may comae: Federal records svhether nr rsn? ii coniams Privacy Act rupuests stud, in any even?, a records 
schedule approved by ?%' \ Archives and Records v Is ncoessaiy. HMD can provide advice on rh 

as well as on compliance with requirements for Electronic Rccordkeepeig Cerd tkmiou and any necessary updates. 
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(OGOTCLUNRev. t 


FBI PRIVACY THRESHOLD ANALYSIS (FTA) 

BiquivalenUo the DOi India! Privacy Auieesmero (IPA;;; 


NAME OF SYSTEM PROJECT; [ 
MK.R FBI E s;H|oe Asst I ID; 


Derived Freer; : 

\i PROM r I p*k 

I' Bl t HA Vi l l P< H 

f hoc-dlcd id ; 

N amt: 1 1 

Marne: 


Denson; 

Program Offset: I I MS 

Phone: 


Orciassify On; 

Nov ; o'v 

Room Nonaxv: O, Off 


Hmnc.l I 

Room Member Mod, B2 ; I3-N-B3T 



FBI DIWSION IT 



Program Manage; Cor ocher appropriate 

O' 050e x Dofw.m an: ..v®s,e 

Division Privacy Officer 1 

Program Division: 

SlgnaOrfc | j 

s . . .| [ 

i mmvt divonon name; 

(Me cmaed: Mi .j ( :LM i / 

Bait snmed A / 7/ram: 

c :r : ( -a 

' 1 - 1 

... 

Borne :|_ 1 

■j XjisX 'A £ .s' - .. A^V : $'-V \n M-Nx-ilf si Xi tDA 4 t/C * •; 

>TiiCtAM> j 

Mpmume: ' 

v i; ' s. 

i inxal division name] j 

Bats signed; 

Bale ogned: i 


Name: 

Name: 1 


rale: 

Tide: 


After aft division approvals,. forward signed fern! eo|>y pins eieemmk topy to FBI OGC/PCIJJ (<IOi ~3M)y 
(The FBI Privacy and Clvd Liberties OfileerM dch;onn:a;Bn;:, condhmas. aedMn Fred appros;;/ will he recorded on the 


I p»s fn J i ID e?pvoxd. rm « HP IN I X mM' exmhmc as felkw v 


I • Sighed ong:na; to 
Copies (recipients pH 


? i90 ~:hq~c:iS 2)?04 cod to jhu ibiom 

prin (/reproduce as needed for Programd); 


( ■• DOJ OiTiee of Privacy and Civil Liberties / via e-mail u> privacy:§usdohgov; I - OGCCPCLU Imranei. 


If classifies!, vie 

2- mi ocio ' oi pp t 

I • FBI SecD/AU; i ({.' 


- RMD/RMAU £ 


I - Program Division POC 
I - Division Privaev OBxmr 


X 


131 Penn. 


NW, Suae Clu. 20530} 
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itmmr CLAm:m:A nom:tmmm... m arki ngs. if aprrofioatri 

FINAL FBI APPROVAL / DETERMINATIONS/ CONDITIONS; [This section will he cstnvpieted hy th« FBI 
til I ! !|mi I \ \» snw^on i i \ St Li >■( on s i t » u t| s_ t, pnh ya _ 


.Ft A G seqtsned by the E-Govorntrteni Act. 

PIA is q> P>..' ecanpieted s;$ a sranter ;A FBpDO. 1 discretion 
i' At-NHP rA sasv a >kVrs-(ti\u,iK 


No : O tiPviO' v reasons 


PtA o> pot required for the Rdfosving reasons A: 

System does nos collect, maintain, or disseminate PIT 

.Systems A qrsnsdhohered (in existence before 4M7C001 no later changes posing significant privacy risks;. 

Information in the system sxhaics so haemal govennneot opesasioris 
System has been previously assessed under an evaluation shoner to a PIA. 


Notify FBI IsAlfTRIDS per MIOG 190.13? .A. No ..Yes-See sample FC os PCI. I mtranvt wshstte isos 

!ntp:bhosie/DO/GO(.' : b.;';'Bb ; vbLt;/Prsvs;sryCiv;hAgpt .jixsrtiesv'ioOsabsarybVst is ibr odog : PGAA er.wpd 


PrepareAevise/add Privacy Act ; e}G; Asiemerns for related forms? 


Yes (Indicate torsos affected y 


G> o At s v S v ' t x ' r ' m ! v v v A v v ' *s 

The system may contain federal resends whether or nrsts it contains Fro act Act requests and. in any event. a records 
schednle approved by the National Archives and Accords Abm IrdstrsBon is accessary. RAID can provide advice on this 

as wed as on eosrspiiosyce vyhh ream rem cots for fleet? sane Recordkeeoma Cerhfieadon and a ny ne cessary up dates ._ 

Other 7 ..... 


P hmheih R W tinned, Acting Deputy Genera 
(.'or; need 

FBI Privacy sod Civil Liberties Officer 


Date Stoned 


pNSRRT CLASNlFlGATiON/CONTROL M ARKINGS, IF AFFROPMIAT'Pi 
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RAO Rit'l i OMROi >1 ^KKns'>\ M 

APPROfRMTH 

FORMATION ABO!. 1" THE SYSTEM / PROJECT 

Frovnlfc 55 geoend deso'ipRoo oif the system or project that sododes: (s) oatm; of the 
syotesCprojeeR htdadhsg ossodeted tterostymtp (h> structure of the system/projeeR 
lodedmg sotereoeeseethms with other projects or systems; ft') purpose of the 
system/projeeR (<l) at* tare of the iaformatkm t« the system/projeei sad imw H will 
he osed; (e) -o ho will have oeeess to the information m the system/projeef; ft) arsd 
the manner of transndsskm to oh o.sers. 



SSERT <XASSIFICATRJA/COAXIIOI, YU REIS 
APPROPRIATE! 
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iW KUi VNSIFK MlUXcBbilftd M \BM\W\ IE 

2 . Docs the sysienEprojcci collect. maintain. or disseminate any information aboot individuals 
toe., a human being or natural person, regardless of Tsatio«ality >'? 

NO pf no STOP. The PTA o now complete ad alter division approvallfo 
should bo submitted to FBI OGC/PCI.i for fond FBI approval Euless ynts arc otherwise 
advised, no PI A is rep aired, f 


.YES pf yes, please contmue.i 


| ms.n Pans'?' itd"r-n Mv'U s fomtt mdofoo.dw | | ,mh pc-wdcN mwem nod 
bacbo p/rvcos cr y serv ices lor other ! ~l b vs ferns that have their own privacy 

demo mentation, !" I does not have dire ct oeee ss to tbc data nod does not modify the data 
la any way. The data is owned by other l h so cow < !r f’rn&nmw duo: arc nkhwoDv 

tu''p>'Usihk to cohort, mfordam ot dw-x mosaic mm mfotswtlfon ..boat fodokEmk. 

3 . X W V V * i V K , O V v N i. . , ' ' 

about individuals: Bear in mmd that log-on infomssslon may lien si by or be linkable to on 
individual. 

(Check oil that apply.} 


Inc information directly idem dies sped be individuals. Pub pit y^N,,,w I 

The mlormation is intended to be used, in conjunction with other data dements, to ' 
indirectly identify specific individual, best not In this system. 

The information can be used to distinguish or trace an individuals kleohty lie,, it is 
linked or linkable to specific individuals), but not in this system. 


But please see explanation in 2 , above. 

II you marked any o( lie above, proceed to Question 4. 

None of the above. If none old he above, describe why the information docs not identif 

' so x,u s x H ^ d^uk > lux nr n ulOFo w fl«4 

providing the requested dexerlpiioo.t 


Dims the system.iprc 
.x.NO 


... VIES 




contra wo rs. or co n s a s tan tv'. 


5. N sc lot i a. ah', n t o t„d bum c * m. cm or . 'ami';, abweted pen',;, w t n.MUcw a K ew, 
retrieved from the sysienEprolect by nance or other personal identifier? 

.NO. Ilf no, skip to questkm ?.| 


W -N. y ; XWO \ O * TV i N Mn k xiV,m O 
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11NSEIO a,ASSiFIC AT!ON/CONT KOI.. M ARKINO S, 1F 
APPROPRIATI-j 

x YES. {if yes, proceed to the next <];uesfkm.j 
information may identify l.S. dtDens, but tie purpose of fhe system is no? to do so, 

> vMW s v> > > M ) _ S , ' A >OJ0 KM N O O i. \ , W , u ' 

other ] ~| S y s;. e?n s, 

0 , \ V V " * 0 A s\ V<. v V ,w s" \ ' ' V v s , 

subjec t of the information? 

w x,„„„„. NO {if no. pro teed Co gnestieo 7>| 

yea 


a. Dt>es the sys?eni/p.n>iect -tripport enminal. Cl? or FCt suvestrgotioos or assessments' 1 
.NO 


flitS | O'yes, proceed to <p.sestioo 7>| 


h. Arc sttbiects of information from svhom the m ton-notion is directly collected provided a 
written Privacy- Act tc;(3) statement (Other on the eolieoiOn harm or vsa a separate notice}? 

NO (The program will need to work mfh POLE to dcvciopdmplemctd 
the oeeessas'y form(s}.| 

................................ 'NFS Identify ana forms, paper or eJeetronk, used to request sorb 

.mJmTnstkm from the infomnation subject: 

?. Are Social Security Humber* (SSNs} collected, maintained or ONsemmateu Norn the 
v, com p’ '' Ct' la NS\> Amok • uj N nvYes Vow, to; - u kmw-kr-umees 

.NO .X YES If yes, cheek all that apply 

Roomer, ''o f o.„, rrov \aruv'\ ,ee mem nwssta oc>l ,o '•vmo-. hkk-o •> vr « r | | b7E 

Systems; please see explanation in 2, above, 

.X.SSNsore necessary to cstabkSiconiirm the identity of subjects, victims, 

witnesses or sources in this law enforcement or Intel licence activity. 


.SSNs are necessary to identify 1 Bi personnel in this internal aduttotstmtive system. 

SSNs are important, tor other reasons. Describe: 


'iVAiCt< 1 \vm'hc \ t iO\ < ON 1 IN B MUtKlXtmxlF 
APPRO PM! A.nil 
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[INSFli? fXASSIFICATiON/CON'TROL MARK!Arm, IF 

APPROPRIATE | 

The s) stentYuyect. pusvrdes special protection to SSNs (e.g. t Sbbs are encrypted, 
hidden from all users via a look-up table, or only available to certain users), Pesenbe: 

.It Is nor feasible for the sysiem/pi'Ojeot. to provide special protection to SSNs. 

Explain: 

Is the system operated by a contractor? 

.No. 

Yes. fmormanon systems operated by contractors for tire FBI may be considered 
Privacy Act systems of records. The federal Acquisition Regulation contains standard 
contract clauses that must be included In the event the system collects, maintains or 
disseminates PH end additional requirements may be imposed as a mattes of Department 

I O' vs, v. V ' \ ' I t A 1 ^ x w J < t „ ' \ ! e , 

a ccuttractor is operating the system for the FBI. 

Has the system undergone Certification & Accreditation (C&A.t by the FBI Security 
Division (SecDI? 

NO If no, indicate reason; If C& A is pending, provide anticipated 
completion date: 

..>;.YBS If yes, please indicate the following. If known: 

Provide date of fast €4: A eeriifieation/re-eerfiflratioo: 

LaslC&A: Jane .2009 

Co n fid on tiallfy: Low M od e r a tv x H Igb _ it ml eti a ed 

led e grits: _Low Moderate y High Undefined 

Availability; .Low Moderate jsJIigjh Undefined 

.Nig: applicable - this system is only paper-based. 


I INSERT a. Abb I FiC ATION/O;>N IRON M A R IvINCth, 1F 
A E.RMOIHII ATIc | 
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11 nsf rt ci. ,\m no ation/cot oof. m a NioNom i f 

APPROFRIATiq 

10. ).s Oils system-project the sublet of an OMB-300 budget subnotion? 

.x NO 

YES If yes, phmz provide the bate sod b««€ nr 
title of the OMB submission: 

11. Does the system conduct dels mining as delmed so Section 004 of the Implementing 

R e-commendations of the 0/! 1 Commis-siot? Ac? oil 200 A Pd.. 1 IP-53 -codified a? 43 USC 
2000ee -3 v? 

.x NO 


.YES If yes, please describe the data mining fooetiom 

12. Is this a nadored security system (as determined by the SecDl? 

.x.NO YES 

15, Status of System? Project. 

- ! r -- - w > 1'MKKdNul SxDduf SjO” 

'The FT A is now complete and alter division approval?*; should be submitted to FBI 
OCK.PFCLT for fioal: FBI approval and defermsotRlott tf PI A and/or other actions 
are reguiredd 


II, EXISTING SYSTEMS / PROJECTS 
1 '4 *<>,■- ,. s Ss> ' -a' s \\o, 4 M.mh 2hbb 

2. Idas the systenv project undergone any significant changes since April .17, 2003? 
NO [11 oo, proceed to next cmestnw 01.3),J 


x YES * \ * s <v s N vc (mark sit changes 

that apply, and provide brief explanation for each marked changed 

A conversion from paper-based records to an electrons., system. 

A change freer? In form at loo in a format that ?s anonymous or non- 
Ideot-nabk to a forma? that is identifiable to particular Individuals. 

\ s-w t * * v ! I s' r o s ’ •> o ? > t v \ 

technology, that changes bow mformahon in. identifiable idem Is managed.. (For 


V Ns - X \ V \Yv Va > 

a.o fbopria i Id 
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p NEE IT! <;i,ASSn-l€A'nON,COM'ROL VtsENINOA it 
APPROPRIATE) 

example. a change that would create a more open environment andhar avenue 
exposure of data that previously did out ex:s: / 

A change that results in intbrrmulon in Identifiable loan being merged., 
eemraliaed, or matched with other database a. 

\ new medvd O .s.,'hu.OeeOng ‘he t w of too . uO- to nm at U\ t so 

*v t V. sO, ' V >s. ' v ' o \ v\ ' \ 

A at stemat.se incorporation of databases otAnlonttahon in identifiable 
form purchased or obtained Iron- commercial or public sources. 

A new interagency use or chared agency function that results its new uses 
or exchanges of hhbrrnabon in ideniilkble scum 

n change s', w * '' o w o-- ,o ' kv 

identifiable form, 

A change that results in stew items of information its identifiable farm 
being added Imo the sy stem/ptoject. 

x fdtangea do not involve a change in the typo of records maintained, rise 
\ ' \ no' ' »' >v\ -a* s , '\o o « * ' ns . < * 

irdonnation than the system/prqieci. 

i \pl uuit'on T he r ecent changes t - j~ | havc been 1st the form of hardware upgrades. 
Newer model | "[ have boost installed, and older I litre being 

re move ,i There were no changes in services, processes, or onto. 

Other | Provkfc brief es plana tim'd: 
t. Does a PI A for this system/pro sect already exist 9 
.x.NO .YEN 


a. Provide date/title of the PI A: 

b. Has the aystenrmroject undergone any significant changes since the PIA? 

NO ..|VhS 


|Hk PTA is now complete and after division approvals) should be submitted to FBI 
OCiiC/fCL'U fur Haul FBI approval and determ hmrkm n li \ and/or other actions arc 
rerpbm.i, 1 


\ INNER! CLASS! Fit. vnON/OON fHOI. A!ARKiNOSs IF 

appropriate 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

• equivalent m -jva DGJ initial Privacy Assessment BP A •) 


I Dr rived Fro no 
j CBaodjFB By: 

I Leases-; 


SYSTEM/PROJECT POC 


\ FBI OGCVPCLF POC 

I: Name: 

i Phone:_ 


fbi m\ nos ia rrRMrnnii \p fmova ia c- obov uv -vtno 

I Program Manager tor other appropriate I Division Pri 


| Progrant Division: 


tlisiLMiLLPfi 
y Officer 


Signature: 
Date .signer-: 


1 - Signed original to file i PO-IfQ-C 1321 794 (fvvd to JEH 18204 via PA-520) 

Copies (redo isms please printoeproduce as needed liar Program/Division fiaets)): 

1 - DOJ Office of Privacy and Civil Liberties (via mma.it to ?mT.cy:&u$doj eos a 1 - OGOPCLU no ran; 

(if classified. via hand delivery t o 1331 Perm. A ve. NW. Suite 940, 20540) I ~ PCLU UC 

2 - FBI OOO / OIPP (JEH 93?6. an d I _ 1 * POLO Library 

1 - FBI Sec PM U (dec ironic eoov; via e-mail to UC | 1 - PCUJ Tickler 

□ _____ 

1 - RMD.RMAU (ato- l I 

2 - Program Division POC /Privacy Officer 
2 - rBl/fiy Division POC /Privacy Officer 


6PiSet4ib6WfepRMAi^fS^?Cfth^r6d'Mbn 
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n\vf u m n kmin u iqn^ (osoniou 


__ Pf A is required by the FAilovernmem: Act. 

Pi A is to bo completed as a matter of F'Bi/DOJ discretion. 

Is PI A to i>e published on FBi.GOV tafler any RMD FOiA redactions)? Ye 


....;£.. Pi A is not repaired for the follow log reasoo(s): 

.System does not. collect, maintain, or disseminate P11, 

....... System b grandfathered (in existence before AG 7/20-03; no later changes posin; 

A at s t v s s ^ m o'* kt turn ' , m., m* s 

.System has been previoosh assessed under an evaluation similar to a PI A 

.No significant privacy issuer (or privacy issues ore unchanged). 

.Otherfoe scope v 


Applicable SORGO): CHS, jlJSTlCF/FBFIRO; 

DOJ Payroll System, JDbTlCE/jMDdKD 

Notify FBI RMD/RIDS per MIOG 190.23? 

...No .Yes (see sample EC on PCI..U intranet website). 

SORN-SORN rev is: ossi s) re q u i red? j£N o 

.- Y “‘ i,i<fcait :!ra ' i "~ ,s “' !h: 

Prepare-'revise/a id Privacy Act (e)(3) statements 0>r related .forms? / No Yes (indicate: forma a Bee ted g 

RECORDS. The program should consult oath RMD to identify Resolve nay Federal reccMifobctrooic records Issues 

1 he system may c-onmm Federal records whether or not it contains Privacy Act requests trad, in any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD con provide advice on 
itiis as wed as on compliance with requirements for Electronic Recordkeeping Ceforfeatnm and any necessary updates. 

Other: 


David C. Larson, Deputy General Counsel 

FBI Privacy and Civil Liberties Officer 

Signature: yy...-- A ...yfy 'fy™ ------^' 

Date S i gued: ,-fy/' for ' .Mfyo 
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L INFORMATION ABOUT TOE SYSTEM / PROJECT 


L Provide a general description of the system or project that mckukm: name of the system/project, 
mekuSIng associated acronyms? structure of the yysiem/projeet, purpose; nature of the information 
m the system and how It will be used: who will have access to the information in the system and the 
manner of transmission to ail users,. 

I he Financial Management System {FMS} is a major application system, developed In 1983. which 
supports the management of the FBI business and personnel financial records and performs a variety of 
c F c m n * m . s ut - id" , v, e cvei \ t> * . > v\ <-<«. ^n,s.oe .o.o.v , .. ,, ,., 
example,! 


c 


j 


Primary users of the FMS are the Finance Division, P8IBQ Travel Coordinators and Budget Obiices, 
Held Otiice Drub Personnel, Commercial Payments and Confidential Services Unit, and Supply 
1 echmcians. Members o.t the Financial Systems Unit that perform Operations, Maintenance, and 
v.','', me s,,... ' ,W"> " iw '> - v \D 


Aeccss to FMS is granted on a "'need to know' 5 basis 



internally, me FMS interlaces with the payroll sy stem, the Property Management Application, the 
Commercial Payments un.n Invoice Management System (CPUIMS), and the Budget Formulation 
.Application. 


ePlOSi4-oV-64-f4l-FOi^6^b&16-7th-Pr6duyon 
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2. ix 't uoii > *v-_ t t > >111 i ^ 

identifiable form, he., is information baked to or linkable to specific individuals (which is the definition 
\ " v d n , t f -nwn } f t 

submitted to FBI CMfCi/FCiU; for final Fill approval. ho tow you ore otherwise advised:. on 
Pi.4 is rwpdrvd.l 

._/ YES, (If yes. please continue,) 

I i m\t w ' i f ivttl V f N-.'w x xNt mo 

personnel and financial Information. FMS is considered a mission critical system, and is 

one of many major applications Chat operate on the FBI general support s ystem. FBI _ 

Enterprise Server (commonly known as the Adohnisirafive M&m mmie). | | 

I | i>»ew cs.-rnne 

sceordmp to txeouOve Order hEOo 


o, Does the system/prpjecf. pertain only to government employees, contractors, or consultant's? 
.NO. ./.YES. 

4. Is imonnation about United States citOeua or lawfully admitted permanent resident aliens refri 
from the systern/prcoect by name or other personal identifier 9 

NO. -/ YES, 


Ere Social. Security Numbers (SSNs} collected., maintained or disseminated from the system/project? 
NO, X YES. fives, cheek ail that apply. 


SSNs are necessary to estabfish/eoniirm the identity of subjects, victims, wide 
or sources in this law enforcement or Intelligence activiiy. 


/ vyy- ,s„o uiv-Css ,w to jdcutifi i BI' no, a., ui Pus 'ntcsc.E adrmr wmtoe 
spiehT 

ESN? are Important for other reasons. Describe: 
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FBI FT A; Financial Manage mast System FEME) 

N-^wvk- ~uvc., j \ _ 'KUi! r'Ov\ or ^\ot. no\ vv'.v^pk 
hidden iron; nil users via a a look-up table, or only available to certain -users), .describe: 

.It is not teas!hie for the systenVprfoec; to provide special protection to SSNs, 

Explain: 

6. I foe- the ^voc*\ "> 'Cv, collect v\ \ e >! r mm drum, \ ,o - * „ rxuvmvk iv t :o cot o' foe 
rnformariem? 

YO. ill'no. proceed to question a) 

./.YES.. 


a. Does the systern/projset support criminal, CT. or PCI invest;gadcos or assessments? 
YES. fif ves, proceod \o q uesbor; 7.1 

/ NO, 


E • Are subjects of information from whom the information is directly collected provided a. written 
\o? ,oy '' '-tnremeo; walv; oo 'a* whamma loon w. a servo ra tot „e' 

NO. (The program will need to work with PCLIJ to devdop/impleuient the 
necessary form{s).J 

/ YES, Identify any forms, paper or electro ate, used in request such 
information from the information subject; 

Employee and contract personnel roast sign an FD-H57 (Sensitive brfomration Non- 
1 osck'.'ure A„noc:oeoaY Hauau u, uky.ee> cors| , tc a < Is A Snar" Fa} - \ fasten. am ii< \ 
v 4 ' ol a t i , u. M * _ o l o aa 


7. No -1 , v woe* ;c vK' c u-v 'Yu ' ' at o * y. V\admum , fov \ , > he 1 B1 Sena n h>r,,oi . wD ' 
NO, If no. Indicate reason; if C<& A is pending, provide anticipated eompietior; dote; 

/ YES. If yes, provide date of last C&A cerfiEtatlon/re-certiflention; I I /13/200? 
Don't. Know, 


S. Is tins sysforrs/proicci the subject of an OMB-31K) budget submission? 

.NO. .Don? know. ./.YES. If yes, please provide the 

date and na me nr tide of the OMB 
submission:: FBI Administrative Systems 
Support April 30, 2009 
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. This is a new system/ project in development. ill you checked this block, STOP, The 

FT A A eon cionplete end idler dlvlslce approvufori skwdd he cufnnAted to FBI 
OCIC /FCILI, for thud FBI approvel and dotornFoatwe if FI A and/or other actions ore 
required ,1 

1L EXISTING SYST EMS / PROJECTS 


A t>n ^a- 'V *-Ao'' { fort ep,d fox' 


2. Has die system/proicci undergone any significant changes since April I ?, 2003? 

/ AO- [It no, proceed to next question f!'!.3).J 

YES. If yes, indicate which of the following changes were involved (mark all boxes shat 
apply!: 

\ o o-o )n ‘ ,nr veer \iwd to. 'A w no, ' v „ i 

A change from i.ntbrmauon in a format that Is anonymous or non-idenddable to a 
format that is Ideritiliable to particular ■individuals.' 

A new use of an. IT avstem/proiect, including apoiieaifon of a new technology that 
changes how mfonoaison m identifiable form ts managed. (For example, a change 
that would create a more open environment and/or a venue tor exposure of data that 
previously did not exist.) 

A„ hi t r i oo" i « t uUlniU *. et 1 ^ it 

or matched with other databases, 

A new method of authenticating the use of and access to information in identifiable 
form by members of the public! 

A svstematk incorporation of databases of information in identifiable form 
purchased or obtained from commercial or public sources. 

A new imeraaeoev use or shared accncv function that results in new uses or 
.v ,. i i n m jHttn w 

A change that results in a new use or disclosure of information m identifiable form. 
A change that results in new items of inibnnation in identifiable form being added 


iblEYi^ 
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FBI FT A: fhrmnc.mi TF,r 


lYulossIIkoI/For 


vnmums do PtL a change m me type oi records mnmtained, the individuals 
oo whom remoras are maintained. or the use or dmemlnaho .0 of inioorsation from 
the system/prowcl. 

Other. I Provide brief expEumlionJ: 


Does a PI A for this system/projeei already exist? 


..NO../ Y!::S. 


Provide daie/title of the PiAi (fraodfathered system as of April 1 
0/13/2006, IMS (Financial Management System), 


2003; PTA exists, dated 


h. Has the sysiern/prpjeet undergone any significant changes since the PI A? 

/NO.. YES N/A 

O A Is now eomptete ami after division uppers ol(s) should he soEnhmd to FBI. OOC/PCXU 
nd FBI approval a mi determination if FI A ard/or other actions ore rep aired .1 


g 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 


SYSTEM /PROJECT Pi 
Nome: CS l 

Program Office: Fineness! 


FBI DIVISION INTERMEDIATE APPROVALS 


! Program Manage? (or otfee? snproprisfe 
i oxecodve as Dlvi-boo determines) 
Sigjfjs&c 
| Date signed: 


Division Pmacv Officer 


FBIIIQ Division: | Sigoatura 

Criminal Investigative i Date signs 

Division(CID) : 'Name:! 


After el division approvals* femrt .signed lard eofA pins « 
OOC/PCLL (JEB 7358). 

(.Ti'cfrF O'Vks Mi: b>AtHb Cltt&a <5 JAMnnsuvioV c- 

will be recorded on the Ibltewingome.) 


V OH FOROmCHl INCOME 
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X HA is not required for the teuton log retvsomT}: 


System dors not codcst rnsiutaim or disseminate PH. 

. System is grandfathered (in existence before 4b7/'A}03; no later changes posing significant privacy risks : 

.information in the system mimes to internal government operations 

System iso: been previously assessed under an evauuetion smrnar to a Pi A. 

No stguifleatn privacy issues tor privacy issues are one;staged). 

X.' Other 


The FBI is obtaining direct eieotromc access to complaints of consumer fraud and idem.tty theft contained in rite 
Federal Trade Commission A (FTC) Consumer Sentinel database (CS.OB) for authorised km enforcement and 



wMlAi iT-fOR OFFICIAL USE ONLY 
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t HA. ANSI HE U//FOR OFFICIAL USE ONLY 


1. INFORMATION ABOUT THE SYSTEM / PROJECT 

1, Provide a general description of tic system or project that includes: to) name of 
the system/projcct, mefudmg associated acronyms; (b) structure of the 
system/projeet* including interconnections with other projects or systems; (e) 
purpose of the ay simifpmjmi; (4) sot ore of the Information. in the system/grojeet 
and how it will he used; (e) who will hove access to the information in the 
system/projeet; (f) and the manner of transmission to »II users. 

I he f BI nss entered into o Memo and? tt of \gree vo AT * S) w h t w I e<. 

1 ue Commissi n (FIX;) obtait access to info ma ion contained i the K s 
Consumer Sentinel database (CSDB), The CSDB is a secure online database that serves 
os a rep ssisory b complai ns of identity theft or decs at ve he s sees p set ces ft. ee by 
individuals with various entities, including the FTC, the FBI's Internet Crime Complaint 
Center (1C3), the U.S. Postal Inspection Service and the Better Business Bureau, 

The CSDB contains personally Men tillable information AH) of individuals fifing 
complaints, as well as about individuals who are the subject of complaints. The PlI 
includes mformation such as name, address, telephone number, date of both. Sods! 
Security Humber, credit card numbers and e-mail address, extracted or summarised front 
an individua '$ conn iarnt The Col tB aHo contains Ft fC information for the agency 
receiving the complaint. 

The CSDB is encompassed by a published System of Records Notice t'SORN). 
FTC-1 V~L Consumer Information System, available on the FTC website. Pursuant to a 
published routine use also available on the FTC website, the PTC may share information 
from any of its Systems of Rectords with “another agency ,,, under the control of the 
United States tor a civil or criminal law enforcement activity,” 5 

The information in '.He CSDB pertaining to financial fraud, money laundering and 
tdentity theft ts re A am to the inv esiigative and or intelligence responsibilities of the 
FBI's Criminal Investigative Division {(.ID) and squads within FBI Field Offices 
Investigating white collar crime. Under this project, FBI personnel with a demonstrated 
need-to-know wifi be authorized to electronically access the CSDB from secure FBI 
workstations. The FTC will provide those individuals with ’'hard tokens” permitting 
electronic access. The CSDB will be queried for complaints suggesting egregious 
conduct (for example, multiple complaints against a single entity or individual; 
complaint:? aPegmg the loss m a significant amount of money; complaints against 
oMw iuals who arc ead> the t "ivct existing FBI inYesugJLonm \F FBI queries, 
of the C SDB will be made as part of one or more open assessments, as authorized by .he 
Attorney Ocnoral Uniddines tor Domestic FBI Operations tAGG-DOM) and the FBI's 
Domestic Investigations Operations Guide (the DIOG). 


FBI both agree that the tens Das* cofateemsnr activity” sseasrspaxsos .ouhonont FBI 

i si i s^smrmnm offici m i se only 


•org 
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printed or downloaded Iron; FBI workstations. Any Information printed or down boded 
tram (he CSDB will he Included to FBI investigative or Intelligence fries. ’The 
Information wed also be Further analysed to corroborate me underlying compiamt(s) no 
wed as to obtain additional information supporting additional investigative or intelligence 



been primed, downloaded or otherwise removed from dm CSDB most be deleted or 
destroyed within nine||r|90j days unless it is stilt required for law enforcement purposes 
(Including authorised intelligence activities: sec footnote i). 


! 1 - 1 ' v i " of t e . ou iuos, m ' < Vn v-m o> b\ F * w 
Consumer Information System and the subsequent transfer of relevant imbrnvuion to an 
FBI System of Records, the Central Records System. The information is not stored or 
maintained outside of these systems. Both systems have published System of Records 
Notices (SORNs) and the use of the information is authorised by one or more published 
routine uses lor cueh £||icm. 



X YES [If yes, please eon done, 1 


3 Please indicate following characteristics apply to the bfrormabon in 

system ahum mdivfouals: Bear in mind that log-on. information may identify or be 



M l fox Iff HsROKKh’hU^OMY 
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t M I WMnut FOR OFFICIAL USE ONLY 


If you ma rked my of the above, proceed to Question 4 < 

\om «f fk a bos e It sv k of the above de< rihe u h> the m:>oxu:oo Non not 
identify spedtie individuals either directly or indirectly, |If you checked this item, 

S TOP Fore idler providing the requested description-! 

4. Doe- the ey "or project pertain only to government employees, contractors, or 
eonsul.to.ots? 

A.NO _YES 

5. I\ noon v...vo ' v L'mee St e~ covens or iwtmK rhymed larmanem 'esment 
aliens retrieved from the systetn/ptmeci by name or other persona!idem: tier? 

.NO, |If no, skip to question 7.J 

X YES. fit'yes, proceed to the nest question,] 

6. Docs the sysiem/project collect, any inforrnation directly from the person who is the 
soNod of do, mtomvmon 1 

..__ NO |If no, proceed to question 7.J 

.X.YES 


a, Iktes the systeovprojeet support criminal. Cl, or PCI investigations or 
assessments'? 

NO 


.X YES |M yes, proceed to question 7| 

\toubic, s e nib "tt om mix its t ^ o o mn -■ o cc } - > ecu.d 
pi os kb m Son i tread). \et v'«'' siniainor mohe <, i \ ,o! < f i up t u«a 
separate notice;? 

..NO 1 1 he program will need to work with Ft I t to dev * lop implement 

the necessary form(s).] 

.Y?N Identify any forms, paper or electronic, need to request such 

information from the information subject: 

~ Are Social Security Numbers f SSNs? collected, maintained or disseminated from the 
system/prnjcct? Fid I SSNs should only be used as Identifiers in limited instances. 


mciAmmwfm* official ml only 
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V * C-m i C > tH'Ht I M l SF ONLY 


NO X YES If yes-du'ck siOlisU apply: 



ccmsidered Privacy Act sy stems of records. The Federal Acquisition Regulation 
contains standard contract Causes that tan at be included in the event the system 
collects- maintains or disseminates PE and additional requirements may be 
' v w \ ' te ' i K ;\ iv' ' si v -''n 

Office of the General Counsel may he required if a eontractor is operating the 



CmnfMeabiidity:.Low.Madera** _X v Jiigfe_IJnrkfmed 


Intcgrliy; _Low Moderate X High ihidefmed 

AvailahOhyu .Low Moderate _Undefined 



l ACXAhblFlEiWOR OFFICIAL USE ONLY 
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v i , e a m»r on>u f m i M' u\i ^ 



NO 


YES If yes, please provide the date and name or 


title of the 0MB snhohssmn; 



criminal or terrorist activity, individuals identified in the CSDB ore already either the 
cowphdruwh victim, or sublect of one or more existing consumer complaints or a POC 



at am m Extern Prelect 


X N S i» {uf UN n ^ Wv\ ^ X > 

S TOP, The ETA is now complete aud after division appreval{s) shook! be 
submitted to FBI OGC/PCLU for final FBI approval, and determination if 
P! A and/or other actions are reqnlredd 


EXISTING SYSTEMS / PROJECTS 



YES It yea. indicate which of the ibUosvme changes were involved /mark all 



A. conversion front paper-based records to an electronic system. 
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* v * I OK OITH m 1M OM \ 



A ne w method of assthentseafing the nee of and access to 


inlornsation in identifiable form by members of the public:. 

A systematic incorporation of databases oflrdonnation in 
identifiable form purchased or obtained Irons commercial or public source; 

A new interagency use or shared agency function that results in 
new uses or exchanges ofinformation in identifiable tons;. 

A change that testshs in a new use or disclosure of information m 





Other [Provide brief tw plana ?.ion|: 





















USCLASSOI KO//FOR OFFICIAL USE ONLY 

{The FT A U mm complete and aBer division approval^} should he submitted to 
FBI OCC/FCLU for fed FBI approval and determination If FI A and/or other 
actions are required.] 
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UNCLASSIFIED/. FOlOft 

' \M,' xft IDA v >* fo x \>\n „ A s ' ' -ti.' '^’!f'-«,ip > '» t 

\ _* U(G x? , '' ? \ X 0 G< , fo o \» 0 xxK' >i - . .... 

i .PIA A required by the E • Gove mate nt Ac:. 

i PIA A to be completed ::s a roarter of FB.U&OJ discretion. 

I A PIA so So published on FBs.GOV (after obv KMD EOIA redac-fornE .'Ye:;. .No (mdicate reason); 

I N Pi A A not required for the fclGwtng reason(a): 

: System does not collect, nndrftahn o: dAsemmate FIB 

I .System Is nrandfothered (in. exAtenee before 40 70004: no Axes changes posing Nafobcant suivsev ftskss. 

I .hrfonosdoo ;n the system relates to uownai government operations, 

| ' System has been prcvfouGy assessed under un evaluation shat Her to a FiA., 

i A, No swnnicaui prAncy issues (or pvAuct issues are unchanged). 

| ::0!h 5 ty«.:;,fc S i: ' 

f' Applicable SORN(s); . JJiA .,,,,,,,,,,,,,.„„„„■,. 


Nob A FBI RMD/R.IDS per MIOG 100,2,4? _No ..Yes-See sample EC on PCLU mxraner: v.obsue hero: 

nt:p Useine/D{).'OGC/l.TB/FCi.UYt'!vaeN::iY:|N401..iberi;csy,;20L;ixerv0brn;..;ft'rjveogl0i}.,?yt ^c.npd 


SORN/SGRN revAioe(s) required? ..No 

.Yes (fofth 

ate tovtaiotis needed ii: 


PropnixVrevise/add Privacy Ac; (c)(4) state-tier:is tor raiateo tot 
ft//,A 

foo Yes (indicate forms :d tested;. 

RECORDS, the ytoarant should consult with AMD to ftenniy.ovxoive any nosers) rceorosmwet: onm :w.ouw 

The rystem may contain Federal records whether or not h comums Psivacy Act reqcasts and, m .any event, a records 
adtedule aonroved by the Aavionai AsxAAe:;; and Records AdrolnlGstihon is necessary. RAID can provide advwe on this 
well as on cnmfoAnce svftb. recuiteoteots for Electronic Recordkeeping.Csrdtkaftmyand aoy reccssmyjmotaca... 




1 “ h * * * ' ^ 

.Signature: 


rC'/A. ft./,; 

Frlvccv and Civil Liberties Gob 

Date sthooo 



I Antes Ji LatHftin. Deputy General Counsel 

Signatiue: 

Date foqnec 

Ay 

'ft 

1NC.I 

,ASSl'HE.l 

C/fOL 
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UNC LASS i.FlOMFO UO// 

L \HOf i UU 1 '^MH i 

l. Provide s geaerai tkscnptina of the system or project that mclurles: (a) »a*»« of 
iht- svstem/projecq mefedhsg associated acronyms: {!>} structure oi the 
\ k ^< m *. Ox >J Ox u! O' V A 1 k O '< i Ns s <■ 

0 O 3 po-J m me d' muurt «.f do xfemomtmn vs fim^xumn t,v>' 

aod Ikvw it wilt be used; (e) wbo will dove a«mx to the i»f»rm«U<m .!» the 
svsituu/p reject; (I) and the mrmuer of trtummssion to all users. 

Provide o general do son pa ion oi the system or project dim mc-uuoc: 

iai Name oTtrie sysienvprpietn, including associated acronyms.; 


| | SO ' 1 ' " x' A X '' *' 

fOWT) Controlled interlaced (Cl) to transfer dope amounts of data from lower. 
dassiiication networks to higher ebmsmcation networks. An 0 w f is a nmcOamsm two 
.fad litotes amudioatmg the security polices of different connected Information Systems 
ro conooi the How of information. Com a tow seeonty enclave to a nigner seen my 
enclave. Three 0 AT systems are encompassed by this FT A: 

1. Th e .first is between thc\ 
the\_ 


production, networks. 

The second is between. theC 


Cl before ? 


t is used m test any required 
.■ me implemcotod within the 


3*«d l d 


a t,,, iotr.j A between the! 

u- 


-1 




vstenss; 




i L?'.'UWx3fb"'x xf 

Aeereflifed ; 

pystern : N mu e, ; .. 

■few ddfev"--':iif 

or 



FBi 



PBi 


i:lNCI. ; A.SSiFI.Ei>//FOi: : 0// 
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b7E 



2. Dees ihc eyOenOoroleCi: coHecy maintain. or disoermnan: any nriormnnon about 
individuals (i.n... a human being or natural person, ragarateas oi nationalitys 


X NO {if on, STOP. The FT A is no* Cftmpfele and after division approvals} 

shm Hsvb t\ t ,i'K\^ \N 1*0 I I t 5 s - v Uv->x*v 
nthtunvlsi.’ advised, no FlA is required.; 
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i v ! ^ N ' N % ; o 



(If yes* please- continue. 



5. b iruonmukm about United State* ciliaeor or iasOuky admined oerroaoem rerodent 
abans retrieved Oom the svaienkorOeci by name or other personas sdentiber? 


NO. (If no, skip so quaction 7,{ 

YES. (If yes* proceed to ilse next qsseaikm. 
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